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Abstract

Researchers and those interested in data encryption are constantly
working to provide new methods that increase security against attacks
that seek to access the original data or by developing methods that
currently work well. In this paper, we present a new method by using
octonion algebra to develop the mathematical structure of the modi-
fied RSA, which increases its security and all its phases in the face of
various attacks.
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1 Introduction

The RSA cryptosystem was introduced in 1977 depending on the parameters
derived from the prime. In 1978, Rivest et al. [1] proposed a public-key
cryptosystem RSA that was dependent on the factoring problem. It was a
relatively slow algorithm. In 1996, Hoffstein et al. [2] introduced NTRU that
was dependent on a ring of truncated polynomials . Later, many researchers
presented many studies on the development of RSA including, in 2012, Lvy
et al. who used a modified algorithm of the RSA cipher system [3]. In
2015, Gafitoiu proposed a polynomial RSA by using polynomials instead of
integers [4]. Also, many researchers have made improvements to NTRU.
Some of those improvements were achieved by Malakian et al. who, in 2010,
presented an alternative to NTRU, called OTRU, by replacing the original
ring of NTRU with Octonion algebra [5]. In 2021, Abo-Alsood and Yassein
presented QOTRU which was dependent on Qu-Octonion subalgebra [6]. In
2023, Atea and Yassein proposed PMRSA which was based on a polynomial
ring [7]. In 2024, Abboud et al. [8] proposed OTRCQ based on Octonion
algebra and Quaternion algebra.

2 Proposed OT-MRSA Cryptosystem

2.1 Key generation

To generate the public key, choose four octonion polynomials F (z) € Lz, B (x) €
Lp,»(x) € L, and }(x) € Ly, such that Ny () = F (z)B(z), N (v) =
»(z)}(z), and N (z) = F(x)B(x) V(z)}(x). Select R = O < N(z) >
and S = (p" —1)(p" — 1)(p" — 1)(p" — 1) number of invariable elements in R
modulo N(x). Select e1,e5 € Z,,0 < eq,e9 < S and ged (e1,e2,5) = 1. Find

d, g € Z, such that de; = 1 mod S and ges = 1 mod S, where d = e; "'mod S
and g = e;~! mod S) are multiplication inverses.

2.2 Encryption phase

For any massage M (z) = mg + Z:Zl m;e;, there is an encrypted public key
e1, eo given by the following formula:

C(x)= [(mo +30 miei)el mod N(z) ? mod N(z).
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2.3 Decryption

To retrieve the original message M(x), the recipient at this phase uses the
following formula:

M (z) = (C ()" mod N(z)

dg

7 e1es
mo + Z miei] ) mod N(Z’)
=1

7 g
mo + g m;e;
=1

(Ski1+1)e2
] mod N(x)

7 g

(Skiez) 7
mo + Z miei] (mg + Z mie;)?* | mod N(x)
i=1 i=1

r 7 €29
mo + Z miei] mod N(x)
i i=1

(Sk:g-i—l)
] mod N(x)

7
mo + g m;e;
=1

( ( mo + Zme) (mo + Y _mae;)) mod N(x)

i=1

(mo+ > mie;ymod N (x).
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Now, write the decryption formula modulo F(x), B(z), »(z) and }(z)
respectively

(C (2))¥ = ( mO_'_Zmzez

(1)(((19’"—1)(:0 —1)(p"—1)(p'—1))k1e29)

mod F(x)

] (((P’”1)(19"1)(prl)(pt1))k1+1)ez) g

€29
mo + Z mze,] mod F(x)

Sko+1
mo + Z miei] mod F(x)

7 e2g9
mo + Z m,-e,-] mod F(x)=

([M ()@ D@ D@D (1) e <m0 + Z mlez>> mod F(z)

[1](17”—1)(17“1)(1?’5—1)’@ (mo + Z miq) mod F(x)

i=1

=(my+ Z mie;) mod F(x) = M (x) mod F(x).

i=1

In the same way,

(C (2)) g—(

=(my+ Z mie;) mod B(x) = M (x) mod B(x)

Also, (C(2))™ = M (2) mod »(x), (C (2))™ = M (z) mod } (z).

mo + E m;é;

(™=@ =)@ -1)(p'~1) )kr+1)e2 7
] ) mod B(x)
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3 Security Analysis for OT-MRSA

The public parameters and N () = {ng(z) +ny (z)e; +...n7(x)e; € O},
are used by the attacker in a brute force attack. Since the presence four
polynomials involved, need for the hacker to search three sets of the four sets
F(z),B(z),»(x)and }(z). The space security of each of F (z),B (), s (x)
and }(x) is calculated as follows:

m! 8 n! 8 r! "
((dﬂ)2 (m — 2d]—')!> ((dB!)2 (n— 2d3)!> ((d}!)2 (r — 2d})!> '

4 Conclusions

In this study, we presented a new encryption method called OT-MRSA de-
pendence on octonion algebra which is superior to polynomial RSA and mod-
ified RSA. This method provided efficiency, reliability, and increased security,
with the addition to the advantage of encrypting eight messages at the same
time which made it useful for many applications that require the use of dif-
ferent sources of messages.
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