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Abstract

In this paper, we develop a new method of encryption, using DNA

and polynomials as public and private keys, which gives a very high

level of security for both the private keys and the original message.

1 Introduction

It is known that one gram of DNA stores about 10 terabytes, as its ability
to store information exceeds all known storage methods (electrical, optical,
magnetic) [1]. DNA encryption is applied in information security and stor-
age. Encryption carries and hides information and transmits data from one
party to another. In 1999, Jehani et al. [2] proposed the idea of creating
an encryption system based on DNA molecules. In 2011, Yunpeng et al.
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proposed a symmetric cryptosystem based on the DNA cryptosystem [3]. In
2022, Rahutomo et al. introduced the DNA encryption system integrated
with the NTRU encryption system to enhance the security level [4].

2 FDNA Encryption

The proposed method FDNA can be described in follows:

2.1 Key Generation

First, a truncated polynomial ring ϕ = Z [x]/(xN − 1) = {polynomial of de-
gree N−1 with integer coefficients} is selected. Next, the recipient randomly
chooses two polynomials fǫlf and gǫlg where lf = {f ∈ ϕ|f has df coeffi-
cients equal 1,( df − 1) equal -1, and 0 for other values}, lg = {g ∈ ϕ|g has dg
coefficients equal 1, (dg−1) equal −1 and 0 for other values } as private keys
such that a polynomial f should have a multiplicative inverse with modulo
p referred to as fp, where p and N are relatively prime.

After that, the public key κ = fp ∗ gp (mod p) is computed. Choosing
a private key X in the form of a DNA sequence from databases in global
centers specialized in genetic engineering and websites (GENBANK, EMBL,
NCBI) (using Tables 1, 2, and 3 in [5]).

2.2 Encryption

The ciphertext is computed by the sender as follows:
1. According to Table 1, by converting a message M into codons and using
the key X in Table 2 to get the English letters.
2. Writing the alphabetical sequence of English letters as a series of binary
numbers.
3. Converting the binary series obtained from step 2 into a polynomial called
T ∈ ϕ.
4. Using the public key κ to obtain C by the following formula:

∁ = κ ∗T ( mod p).

5. Converting ∁ into a chain of series of binary numbers.
6. Converting the result of step 5 into a string of nitrogenous bases by Table
3 that represents the ciphertext E.
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2.3 Decryption

After receiving the ciphertext E from the recipient, the original message is
obtained through the following steps:
1. Converting the string of nitrogenous bases E into the binary system chain
by Table 3.
2. Converting the result of step 1 to polynomial ∁.
3. Computing D = g ∗ f ∗ ∁ ( mod p).
4. Converting the polynomial D to binary series.
5. Using key X with English alphabet according Table 2 to getting codons.
6. Using Table 1, converting codons to English letters to get the message
M.

3 Security Analysis

The three private keys in the proposed method are:
1) The key X which is represented by codons and of length n with random-
ness.
2) The polynomials f and g of degree n with non-zero coefficients that de-
termine the security level.
3) Given that there are only four letters A,C,G, and T in DNA, the key space
is 4n. For keys f and g, their spaces are N !

df !(df−1)!(N−2df+1)!
and N !

dg !(dg−1)!(N−2dg+1)!
.

Therefore, through a brute force attack, the security level is either
4n N !

df !(df−1)!(N−2df+1)!
or 4n N !

dg!(dg−1)!(N−2dg+1)!
.
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