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Abstract

In this work, we present an improvement to NTRU called ASTRU
which is based on a new algebra called AS and a new mathematical

structure. It was created in a way to increase the security of keys and
it outperforms NTRU, QTRU, and QMNTR.

1 Introduction

In 1996, Hoffstein et al. presented a public key cryptosystem called NTRU
with effective performance [1]. This feature has encouraged researchers to
improve it. In 2009, Malekian et al. introduced a cryptosystem called QTRU
which depends on the quaternion algebra [2]. In 2018, Yassein and Al-saidi
presented BCTRU based on the bi-cartesisn algebra [3]. In 2021, by creating
a novel mathematical structure, Yassein et al. established an analog QTRU
cryptosystem, known as QMNTR [4]. In 2021, Yassein et al. presented NTRS
and BOTR via tripternion algebra and bi-octonion subalgebra [5, 6]. In this
paper, we introduce the ASTRU multidimensional public key cryptosystem.
We demonstrate that ASTRU outperforms NTRU, QTRU, and QMNTR in

terms of security.
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2 AS Algebra

In this section, we introduce AS algebra. Let F be a field. Define AS algebra
as follows:

AS = {3¢  aiBila; €F,i=0,1,...,6}, where {1,51, 5, Bs, B4, B5, 56} is
basis. Assume that A, B € AS such that A = ag + Z?:l a;B;, B = by +
Zle b; B;. We define addition, multiplication, scalar multiplication, identity,
and inverse of a non-zero element by:

A+ B = (ao + b(]) + 22-6:1 (ai + bz)ﬁl,ﬂ x B = (ao * b(]) + Z?:l (ai * bl)ﬁl,
AA = >\@0+Z?:é (Aa;)B; A € F, I =1+ B+ Bo+ B3+ By + Bs + B, and
A= ag' + 370, a; ' B;, respectively.

It is clear that AS is associative and commutative.

3 Proposed ASTRU Cryptosystem

Let R = Z[z] /(zN —1), R, = Z, [z] /(" —1), and let R, = Z,[z]/(z" —1)
be truncated polynomials rings, where p and ¢ are relatively prime and N is
positive integer number. Now, we define three algebras 9 = {Z?:o fiBii fi € 9%} ,
v, = {Z?:o fiBii i € Ry}, 0y = {Z?:o fiBi; fi € Ry} and six subsets Ly, L,
L, Ly, Ly, Lm C ¥ such that Ly = {F € Q|F has dy coefficients equal 1,
(dy — 1) equal -1, and O for the other values }, L = {G € 9| G has dg
coefficients equal 1, d¢ equal -1, and O for the other values}. The subset
L is defined similar to <L+ and the subsets Ly, Ly are defined similar to
Lo, Lm = {1 € V| with the coefficients of 111 are chosen modulo between—g
and £}
ASTRU can now be described in the following phases:

[. Key Generation: To generate the public key, the recipient selects
three polynomials &, ¢ and & where # and & are both invertible in 9,
and v,. Now, the public key is calculated as follows:

H = 9;_1 %G %8 mod q. F,G,8 is a private key set.

II. Encryption: The sender encrypts a message with the following steps:
Convert the message to AS algebra form such that 171 = mo+2f:1 m; B;.
Two polynomials U € Ly and V € Ly, are randomly selected. The
ciphertext is calculated with the following formula:
E=pHxU+V)+ 1M mod q.

ITI. Decryption: The recipient will get the original text with the following
steps:
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Multiply E by &
K=FxEmodq=p(FxHxU+1V))+F %1 mod q

=p(Fx((F'%Gx8)x%U+V))+F %M mod q
=p((CxS8)xU+F xV)+F %N mod q.

All the coefficients in K should be reduced mod p. Thus we have K = F x
1M1 mod p. Therefore, 9;‘1 % K =1 mod p. Adjust the resulting coefficients
b p

within the interval (—£,£].

4 Performance Analysis

An attacker can access the original text by knowing two private keys in ad-
dition to the known public parameters. If we assume that the size of the
subsets Lz and JLg are smaller than L, then the sizes of the subsets £

N! 7 _ N! 7
(Gervzagn) + sl = (Gv—agy) - Hence

. . . NI 14
the size of the private key is equal to (@anl)’ (N_2dq)!(N_2dJ)!)
It is also possible to access the original text through the ciphertext E knowing
N! 14
(du!dy!)* (N—2dy) (N —2d)! )

and Ly are equal to |Lg| =

U, V. Therefore, the size of the message is equal to (

Table 1 shows the comparison among ASTRU and NTRU, QTRU and
QMNTR in terms of the sizes of space for the private keys that constitute
the public key and the ciphertext which determine the security level of the
key and the message, respectively.

Table 1: Key and message space

Key space Message space
NTRU ORI RETs =T
QTRU (o) (o)
QMNTR | ( (dq!du!ds!)2(N—2d(f\)[!!(N—2du)!(N—2d5)! )12 ( (du!dy!)Q(N—Z]:lf;,)!(N—Zdudv)! >8
ASTRU (dq’ds’)Q(N—Nzldg)!(N—wg)!)14 (du!dv!)z(N—Z\fo!i’Ll)!(N—2dv)!)14
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Table 2 shows the comparison in terms of the time of multiplication con-
volution and addition in all phases.

Table 2: Time of operations
Cryptosystem | NTRU QTRU QMNTR ASTRU

Time 4T 429, | 64T + 87, | 1248F + 87, | 49T + 287,

where J is the time of convolution multiplication while 7; is the time of
polynomial addition.

5 Conclusion

ASTRU has proven to offer a high level of security when compared to the
NTRU, QTRU and QMNTR encryption systems. ASTRU is slower than
NTRU and QTRU but the effect of this problem can be reduced by lowering
the value of N. However, it is faster than QMNTR with the same parameters.
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