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Abstract

Diffie-Hellman key exchange (DHKE) protocol was published in
1976 by Whitfield Diffie and Martin Hellman. Several versions to im-
prove the DHKE were presented by many researchers. In this work,
an alternative version of DHKE is proposed as a new contribution. In
the proposed version, which is called IM2×2-DHKE, the secret keys of
users are represented by integer matrices size 2× 2, (IM2×2), through
a random selection of the integers modulo p. The power integer ma-
trices size 2× 2 are generated in left (LPIM2×2) and right (RPIM2×2)
sides. The public keys are computed using these matrices. The IM2×2-
DHKE is proved mathematically based on (LPIM2×2) and (RPIM2×2).
A more secure shared secret key (SSK) between two users is created
through the computations of (LPIM2×2) and (RPIM2×2) simultane-
ously. New experimental result of IM2×2-DHKE is presented with
small parameters as a study case. This contribution is quite useful for
symmetric and asymmetric encryption applications.
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1 Introduction

Various mathematical problems are used to design several communication
schemes [1], [2], [3], [4], [5]. The DHKE as a protocol is used to create a
SSK that is utilized to encrypt the data and decrypt it. Many researchers
presented various versions of DHKE. In 2011, Yoon and Jeon [6] proposed
another version of DHKE through using the Chebyshev chaotic map. In 2017,
Aryan [7] proposed two stages to generate a SSK, second key computed as a
primitive root of the first one. In 2020, Mäurer et al. [8] used three different
DHKE versions for digital aeronautical communication in term of security. In
same year, Muth, Robert, and Florian Tschorsch [9] proposed the SmartDHX
and implemented the DHKE on chain that gave authenticity and integrity of
a plaintext. Several studies for improving the DHKE were proposed in [10],
[11], [12], [13], [14], [15].
This work is organized as follows:
In Section 2, we display the basic facts of IM2×2 and the definitions of right
and left sides power IM2×2. In Section 3, we discuss the IM2×2-DHKE
protocol. In Section 4, we present an example of IM2×2-DHKE protocol
with small parameters as a study case. The security issue is discussed in
Section 5. Finally, our conclusions appear in Section 6.

2 The power integer matrices size 2× 2

The IM2×2 has been defined as a new concept of linear algebra by Ajeena
[16]. Some properties of these matrices are discussed as well. Depending on
the right and left power matrices given in [17], special definitions of IM2×2

can be made as follows:

Definition 2.1. A left-side power integer matrix size 2× 2 (LPIM2×2) over
a prime field Fp is defined to be a matrix [A]2×2 powered by a matrix [L]2×2:

[L]2×2[A]2×2 ≡





l1 l2
l3 l4





[

a1 a2
a3 a4

]

(mod p) ≡

[

a1
l1 · a3

l2 a2
l1 · a4

l2

a1
l3 · a3

l4 a2
l3 · a4

l4

]

(mod p) = [B]2×2

where bij =
∏m

k=1 a
lik
kj ∈ [B]2×2 and [A]2×2, [B]2×2, [L]2×2 are IM2×2.

Definition 2.2. A right-side power integer matrix size 2× 2 (RPIM2×2)
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over Fp is defined to be a matrix [A]2×2 powered by a matrix [R]2×2:

[A]
[R]2×2

2×2 ≡

[

a1 a2
a3 a4

]





r1 r2
r3 r4





(mod p) ≡

[

a1
r1 · a2

r3 a1
r2 · a2

r4

a3
r1 · a4

r3 a3
r2 · a4

r4

]

(mod p) = [C]2×2

where cij =
∏m

k=1 a
rkj
ik ∈ [C]2×2 and [A]2×2, [C]2×2, [R]2×2 are IM2×2.

3 The IM2×2-DHKE protocol

Let Fp be a prime field and let A be a generator element in Fp. The secret
keys of users are L and R in Fp, respectively. These elements are represented
by integer matrices size 2 × 2, IM2×2 defined in [16]. So, the matrices that
are corresponding to A,L,R are defined respectively by

[A]2×2 =

[

a1 a2
a3 a4

]

∋ Tr1([A]2×2) + Tr2([A]2×2) = (a1 + a4) + (a2 + a3) = A,

[L]2×2 =

[

l1 l2
l3 l4

]

∋ Tr1([L]2×2) + Tr2([L]2×2) = (l1 + l4) + (l2 + l3) = L,

and

[R]2×2 =

[

r1 r2
r3 r4

]

∋ Tr1([R]2×2) + Tr2([R]2×2) = (r1 + r4) + (r2 + r3) = R.

The matrices LM2×2
and RM2×2

are generated secretly using the random way.
First and second users compute their public keys B and C respectively de-
pending on the proposed definition which is given in Definition 2.1.

[L]2×2[A]2×2 (mod p) ≡





l1 l2
l3 l4





[

a1 a2
a3 a4

]

(mod p)

≡

[

a1
l1 · a3

l2 a2
l1 · a4

l2

a1
l3 · a3

l4 a2
l3 · a4

l4

]

(mod p)

≡

[

B1 B2

B3 B4

]

(mod p)

≡ [B]2×2 (mod p)

≡ Tr1([B]2×2) + Tr2([B]2×2) (mod p)

≡ (B1 +B4) + (B2 +B3) (mod p) ≡ B (mod p).
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while computing C is done by

[A]2×2
[R]2×2 (mod p) ≡

[

a1 a2
a3 a4

]





r1 r2
r3 r4





(mod p)

≡

[

a1
r1 · a2

r3 a1
r2 · a2

r4

a3
r1 · a4

r3 a3
r2 · a4

r4

]

(mod p)

≡

[

C1 C2

C3 C4

]

(mod p)

≡ [C]2×2 (mod p)

≡ Tr1([C]2×2) + Tr2([C]2×2) (mod p)

≡ (C1 + C4) + (C2 + C3) (mod p) ≡ C (mod p).

The values of B and C are exchanged between two users. The first user sends
B to the second user, thus he/she computes

[B]2×2
[r]2×2 (mod p) ≡

[

B1 B2

B3 B4

]





r1 r2
r3 r4





(mod p)

≡

[

B1
r1
· B2

r3 B1
r2
· B2

r4

B3
r1
· B4

r3 B3
r2
· B4

r4

]

(mod p)

≡

[

B′

1 B′

2

B′

3 B′

4

]

(mod p)

≡ [B′]2×2 (mod p)

≡ Tr1([B
′]2×2) + Tr2([B

′]2×2) (mod p)

≡ (B′

1 +B′

4) + (B′

2 +B′

3) (mod p) ≡ B′ (mod p).

The second user sends C to the first user, thus he/she computes

[L]2×2[C]2×2 (mod p) ≡





l1 l2
l3 l4





[

C1 C2

C3 C4

]

(mod p)

≡

[

C1
l1
· C3

l2 C2
l1
· C4

l2

C1
l3
· C3

l4 C2
l3
· C4

l4

]

(mod p)

≡

[

C ′

1 C ′

2

C3 C ′

4

]

(mod p)

≡ [C ′]2×2 (mod p)

≡ Tr1([C
′]2×2) + Tr2([C

′]2×2) (mod p)

≡ (C ′

1 + C ′

4) + (C ′

2 + C ′

3) (mod p) ≡ C ′ (mod p).
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The values B′ and C ′ are equal and represent a SSK that is computed using
the proposed IM2×2 −DHKE as follows:

C ′ = [C ′]2×2 ≡
[l]2×2[C]2×2 (mod p)

≡
[l]2×2([A]2×2

[r]2×2) (mod p)

≡ ([l]2×2[A]2×2
[r]2×2) (mod p)

≡ ([l]2×2[A]2×2)
[r]2×2 (mod p)

≡ [B]2×2
[r]2×2 (mod p) ≡ [B′]2×2 (mod p) ≡ B′ (mod p).

4 A study case of the IM2×2-DHKE protocol

Take the prime number p = 11 and let A = 7 ∈ F11. The secret keys of
first and second users are L = 8 and R = 10, respectively. The IMs2×2 are
determined randomly by

7M2×2
=

[

2 2
1 2

]

≡ Tr1(7M2×2
) + Tr2(7M2×2

) (mod 11) = 7,

8M2×2
=

[

3 2
1 2

]

≡ Tr1(8M2×2
) + Tr2(8M2×2

) (mod 11) = 8

and

10M2×2
=

[

3 2
3 2

]

≡ Tr1(10M2×2
) + Tr2(10M2×2

) (mod 11) = 10.

The first user computes his/her public key by

B ≡
[L][A] (mod 11) ≡





3 2
1 2





[

2 2
1 2

]

(mod 11) ≡

[

23 · 12 23 · 22

21 · 12 21 · 22

]

(mod 11) = 6.

The second user calculates his/her public key by

C ≡ [A][R] (mod 11) ≡

[

2 2
1 2

]





3 2
3 2





(mod 11) ≡

[

23 · 23 22 · 22

13 · 23 12 · 22

]

(mod 11) = 10.

The users exchange the computations of B and C, the second user receives
B = 6 to compute a SSK B′. He/She first converts 6 into integer matrix size
2× 2 by

6M2×2
=

[

2 1
1 2

]

.
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Therefore,

B′
≡ [A][r] (mod 11) ≡

[

2 1
1 2

]





3 2
3 2





(mod 11) ≡

[

23 · 13 22 · 12

13 · 23 12 · 22

]

(mod 11) = 2.

On other hand, the first user receives C = 10. He/She converts it to IM2×2

as

10M2×2
=

[

3 2
3 2

]

.

Therefore,

C ′
≡

[L][C] (mod 11) ≡





3 2
1 2





[

3 2
3 2

]

(mod 11) ≡

[

33 · 32 23 · 22

31 · 32 21 · 22

]

(mod 11) = 2.

Therefore, B′
≡ C ′ (mod 11) = 2 which is a SSK of two users.

5 The security issue

The DHKE has been improved using the IM2×2, LPIM2×2 and RPIM2×2 as
given in Definitions 2.1 and 2.2, respectively. The random generation of
these matrices over Fp with a huge prime number p gives strong generating
of the secret keys for users. The choice of each element in any matrix here
needs the probability 1 from possible values p. In other words, generating
the secret key L as IM2×2 needs the probability P (L) = 4/p. Similarly, for a
second secret key R, the probability is P (R) = 4/p. So the total probability
of correct values for generating the secret keys is

PSecret keys = P (L) + P (R) =
8

p
.

Thus the determination of these secret keys by the attackers is more difficult.

6 Conclusions

In this paper, the IM2×2-DHKE protocol was proposed as an alternative pro-
tocol to use for computing the SSK that is a fundamental tool for encryption
in the symmetric and asymmetric schemes. The IM2×2-DHKE protocol de-
pends on the random represented IM2×2 of secret keys which also by certain
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types of matrices, their elements are in Fp. The security on IM2×2-DHKE
is determined based on the difficulty to recover the secret keys [L]2×2 and
[R]2×2. Many cases of these representations need to compute by Attack-
ers to determine the correct choices of the secret keys. The modification
of DHKE with IMs2×2 increases the security since the random creation of
matrices that corresponded to ISD sub-scalars are difficult to recover that
cannot help the attackers to recover the original scalar k which represents the
ECDLP. Therefore, the IM2×2-DHKE protocol is a secure scheme to generate
a SSK for cryptographic applications. In spite of increasing the security of
DHKE with integer matrices size 2× 2, with large sizes 3× 3 and 4× 4 and
so on of matrices, more levels of the security can be accrued.
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