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Abstract

To store voluminous data of the enterprises and organizations opt
for cloud storage. Outsourcing data in the cloud allows many autho-
rized users to access the data from different geographical locations.
The service provider stores the users data in data centers at remote lo-
cations. Cloud Service provides infrastructure and web services to the
users retrieving an unlimited data and paying the service consumed
by the user. The cryptographic primitives use digital signatures for
data integrity checking on the remote data. The client is unable to
download the whole data stored in data center to validate its integrity.
Therefore, efficient techniques required to prove the integrity of their
outsourced data with least amount of communication, and computa-
tion cost. This paper describes the digital signature schemes used in
auditing techniques at client and its performance.

1 Introduction

This cloud computing offers many services on demand to the users. Cloud
service providers deliver the services on demand in the forms of Software as a
Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service
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Figure 1: The working of Digital Signature

(Taas). Organizations of any size, type and industry are using the cloud for
data storage, virtual desktop, big data analytics, and software development
and testing. Financial companies use the cloud services to identify and pre-
vent fraud. Cloud computing equally brought the challenges on the data
stored in cloud. The cloud user can access the resources with rapid elasticity
from a broad network. To secure the client data in the cloud is the major
concern of the Service provider. To ensure the data security digital signature
schemes plays a vital role.

2 Digital Signature

Digital signature is a cryptographic technique [1] used to prove the authentic-
ity of digital messages or documents. A valid digital signature ensures that
the message is changed or not, provides authentication and sender cannot
deny the message sent by him (non-repudiation). A digital signature scheme
[2] is a tuple (D, A, K, Sign, ver), where:

D stands for a finite number of input messages

A stands for a finite number of signatures

K represents a finite set of probable keys

For all £, signature algorithm is depicted as

Signg D — Ao (1)

a verification algorithm
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true if y = signg(z)

verify, (z,y) = { false if y # signg(x)

(x,y) € DA is called a signed message. The signature generation is based
on asymmetric cryptography.

The first step is signature creation, for the input data the digest is formed
and encrypted with the private key and transmitted to the receiver. To
validate the signature, the recipient separates the encrypted digest from the
message and decrypts it using the public key. The recipient generates a digest
from the data which is received and compares it with unencrypted data.

2.1 Homomorphic Signature Scheme

In homomorphic signature schemes, the signature is computed by functions
known public over the data or file. To evaluate the signature genuineness, the
receiver generates the signature using the public key. The signature scheme
involves key generation, signature generation and signature verification tasks.

The homomorphic signature scheme is defining as [3] a message space D,
a limited number of private keys N, a probable number of public keys P’
then the signature generation is

SigGen:N x D — Y
Verify:(K', x, Sig(N, r)) = yes,no Vo € D and a verification algorithm N, P’
are matching private, public keys. RSA signature is a homomorphic signa-
ture. The working of RSA is depicted in Figure 2

3 Merkle Signature Scheme

Merkle signature scheme consists of key generation; signature generation and
signature verification for validate the data integrity. It is based on one time
signature scheme. Merkle signature scheme uses a public key which is a
concatenated hash value of the data blocks. This scheme first generates the
public key by construct a hash tree of data blocks of fixed size.

3.1 Merkle Tree Construction

Merkle signature requires the initial step of generating the public key A7 and
private key Y'i of 2n message blocks. For each key Y7 a hash valueVi = H(Y4)
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Figure 2: The working of RSA Signature
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Figure 3: The Merkle Tree structure

is computed where 1 < ¢ <= 2n. The Hash values treated as a node of the
hash tree. This Figure 3 shows a Merkle tree with eight leaf nodes. Any one
of the data elements were changed, the hash value of root a3,0 would also
change. The data segments (Y'0..Y'7) determine the root together.

The signature cannot be used for a more than one time. Key generation
for Merkle Scheme, one selects a positive number n and it decides that 2n
signatures should be verifiable with the generated public key. The 2n One
Time signature key pairs (A7,Y74),i = 1,...,2n are generated where Ai are
signature key, Y7 is a verification key. The Merkle Signature public key is
concatenation of all these onetime signature keys. FEach inner node of the
tree (including root) is the hash value of the concatenation of its two children
(Fig.3).

To determine the public Merkle Signature key, a binary authentication
tree is constructed as follows: Each verification key Y7 is written as a bit
string. The leaves of the authentication tree are the hash values H (Yi) of
the verification keys.

4 Experimental Results

The experiment implements the digital signatures schemes using RSA with
different hash functions and Merkle signature for the given input data files
of varying size from 20 MB to 1GB. The time to generate the signature
is obtained and recorded for file size of 20 to 1024 MB in Table 1. The
results are executed on Intelcore i5 CPU (2.4MHz) with 4GB RAM running
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Windows 8 32-bit release. The signature schemes are implemented in Java
using Eclipse. Table 1 gives the signature generation cost of various methods
are executed and recorded.

Table 1: Signature Generation Cost.

Key Size | Data Blocks | RSA 512 | RSA 256 | RSA SHA1 | Merkle
Bytes MB MilliSec MilliSec MilliSec | MilliSec
256 20 764 468 321 795
256 58 2153 1279 858 1886
256 226 8221 4899 4415 8446
256 355 12854 7644 7566 11685
256 1024 39487 22651 18674 54756

The graph shows the results of the time taken by various signature schemes
to generate the signature for various files varying in size from 20MB to 1GB.
Figure 5 shows the verification time taken by the various schemes the time

Table 2: Signature Verification Cost.

Key Size | Data Blocks | RSA 512 | RSA 256 | RSA SHA1 | Merkle
Bytes MB MilliSec MilliSec MilliSec | MilliSec
256 20 422 749 296 640
256 58 1186 2137 858 1186
256 226 4633 8658 3276 8190
256 355 7161 13228 5070 12675
256 1024 21528 37705 17581 40794

consumption increase if the file size is large.
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Conclusion

This paper presents the performance of the data integrity checking schemes
using digital signatures and analyses the performance in terms of signature
generation time consumption and verification time of RSA based signatures
with different key size and Merkle signature scheme. The study helps to
understand the cost of signature schemes used in data integrity verification.
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